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— ~The Scientific Working Group on Digital Evidence (SWGDE) creates standards for
digital and multimedia evidence. In the document of SWGDE Best Practices for
Computer Forensics Version 3.1 (September 05, 2014), it describes the following
concepts of ‘Evidence Triage/Preview.’
(- ) Evidence triage may not be appropriate for all situations.
( = ) Evidence preview may miss items of evidentiary value.
(= ) Time and date stamps may be affected by the evidence triage/preview process
on live systems.
(= ) Anevidence preview/triage shall not take the place of a complete exam.

Please explain the above issues in details.

= ~ Security assessments can be one of two types: a security audit (vulnerability
assessment) or a penetration test. The security audit scans and tests a system or
network for existing vulnerabilities but does not intentionally exploit any of them.
A penetration test actively seeks to exploit vulnerabilities encountered on target
systems or networks. This shows the potential consequences of a hacker breaking
in through unpatched vulnerabilities.
Please translate the above paragraph into Chinese (15 4 ) , and list the pen

test methodology. (10 4 )
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(- ) Deception Defense System
(= ) ICMP flooding
(= ) Pretty Good Privacy
(= ) Secure Electronic Commerce

( 7 ) Kerberos Authentication
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(= DErp Viksa ¥~ 50T 344 (1)Packet Filter~ (2 )Application Level
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